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Abstract

Developments[in information and communication technology have had a significant impact on
individuals and society as a whole. Digitalization has changed the way of action and interaction in
social contexts. Information communication infrastructure as well as digital devices have now
become an integral part of today's reality. Digitalization has a huge impact on the development and
observance of human rights, as,well as the individual's own situation. Therefore, digital crime is an
activity that has become more popular in different countries today. Today, this crime is taken
seriously byfall countries because it has negative impacts'on society. In Malaysia, the types of digital
crime we face are hacking, money laundering, phishing and digital fraud. Digital crime can be
defined as any form of criminal behavior that uses any type of electronic device through an Internet
connection and includes individual or group behavior. Of course, digital crimes usually occur during
online money transactions, ordering food through apps like e-orders, online money.transfer and
company registration, and more. However, considering the speed of Internet,use that has a positive
effect on society, it cannot be denied that there are also negative effects that need to be considered.
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1. Ministry of Science and Technology (MOSTI).

2. Computer Crimes Act 1997; Date of Royal Assent 18 June 1997 Date of publication in the Gazette 30
June 1997 PREVIOUS REPRINT, http://www.commonlii.org/my/legis/consol_act/ccal997185/.

3. Communications and Multimedia Act 1998; date of Royal assent 3 september 1998 date of publication in
the Gazette 5 october 1998.
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Act.pdf

1. Digital Signature Act 1997; Date of Royal Assent 18 June 1997 Date of publication in the Gazette 30

June 1997 PREVIOUS REPRINT
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3. Electronic Commerce Act 2006; Date of Royal Assent 30 August 2006, Date of publication in the Gazette

31 August 2006, Date of coming into operation 19 October 2006 [P.U. (B) 280/2006],

http://www.commonlii.org/my/legis/consol_act/eca2006182/.

4. https://www.azamlaw.com/publications/?a=45.
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1. Personal Data Protection Act 2010; https://www.pdp.gov.my/jpdpv2/laws-of-malaysia-pdpa/personal-

data-protection-act-2010/?lang=en.

2. https://www.pdp.gov.my/jpdpv2/assets/2019/09/Personal-Data-Protection-Act-2010.pdf.

3. https://www.azamlaw.com/publications/?a=45.

4. Personal Data Protection Department (PDPD).

5. https://opengovasia.com/2024/02/07/malaysia-explores-new-cybersecurity-legislation/.

6. https://www.malaysia.gov.my/portal/content/654.

7. Anti-Fake News Act 2018; The Act was passed by the Malaysian Parliament on April 4 and received

Royal Assent on April 9, https://www.loc.gov/item/global-legal-monitor/2018-04-19/malaysia-anti-fake-

news-act-comes-into-force/.

8. AFNA’s.

9 https://upload.wikimedia.org/wikipedia/commons/2/2¢c/Anti-Fake News_%28Repeal%29_Act_2020.pdf
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1. The Cyber Security Act 2024; https://www.rajahtannasia.com/media/7831/2024 03 2024-dr-8-bi.pdf.
2. https://www.ey.com/en_my/take-5-business-alert/malaysia-cyber-security-bill-2024-enhancing-and-
safeguarding-malaysias-cybersecurity-landscape.
3. Malaysian Special Cyber Court; https://Ipplaw.my/insights/e-articles/special-cyber-court-and-e-court/
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3. https://ir.uitm.edu.my/id/eprint/32203/1/32203.pdf

4. https://Ipplaw.my/insights/e-articles/special-cyber-court-and-e-court/

5. Malaysia Cyber Security Strategy (MCSS); https://asset.mkn.gov.my/wp-

content/uploads/2020/10/MalaysiaCyberSecurityStrategy2020-2024.pdf

6. https://www.coe.int/en/web/octopus/-/malaysia
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1. Information and Communication Technology (ICT).
2. Communications and Multimedia Ministry (KKMM).
3. National Cyber Security Agency (NACSA).

4. National Cyber Security Policy (NCSP).

5. https://www.coe.int/en/web/octopus/-/malaysia.
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